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The complexity of the instruction set of modern microprocessors often leads to faults in the
microinstruction sequencing and timing errors in the implementation of the processor control.
These errors are difficult to detect with conventional simulation methods. As an dternative,
formal verification uses a mathematical model of the system to verify its correct behavior by
constructing a formal proof. Recently we introduced a new partial order formal verification
method based on the notion of series-parallel posets. The associated verification algorithms
have a low order space- and time complexity, and have been successfully applied to the
verification of properties of real-world systems such as the PCI loca bus protocol and the
MESI cache coherence protocol. In this paper we use series-parallel posets to model and
verify the behavior of the DLX microprocessor control.

1 Introduction

The complexity of designing a modern pipelined/superscalar processor leads to a
significantly increased probability of serious design faults such as improper
microinstruction sequencing and timing errors, while limiting the usefulness of the
classical simulation and testing methods for uncovering these design faults. The
recent examples of "bugs' in the microcode of the Pentium® processors illustrate
the severity of the problem. A promising alternative is offered by the field of formal
verification, which, based on a mathematicad model of the system under
consideration, attempts to prove or disprove facts about the system model,
guaranteeing that all desired properties are satisfied, and unwanted properties and
design faults are absent. An excellent overview of the field of formal verification
can be found in [1]. Some powerful formal verification methods such as Symbolic
Model Checking [1] and w-Automata Verification [2] have gained significant
popularity, and have led to the development of industrial-level verification tools
(SMV, FormalCheck, etc.). Unfortunately, the power and expressiveness of these
methods is offset by the high computational complexity of their verification
algorithms. This imposes limits on the size of the circuits to which such general
techniques can be applied. In the meantime, a number of new verification methods
have emerged, which, while relatively less expressive, guarantee a significantly
improved efficiency. Among these, severa methods have been based on using
partial orders to describe the dependence or independence of sets of events
occurring in a hardware system [3, 4, 5, 6, 7].
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The main appeal of using partial orders in modeling and verifying system behavior
isin avoiding the study of all possible interleavings of events occurring during a run
of the system. In addition, partial order models are usually very clear and intuitive,
and the verification algorithms can be fully automated.

In [8, 9, 10, 11] we introduced a new formal verification method for proving timing
properties of complex systems. The method is based on the inductively defined
notion of series-parallel posets. The verification agorithms are characterized by a
low-order polynomial complexity. In [12] the technique was used to verify the
behavior of a Handshaking Communication Protocol, and the popular PCI local bus
interconnect protocol. In [13] the method was applied to the modeling and formal
verification of the MESl cache coherence protocol for a system of n write-back
cache memories in a Shared Memory MIMD multiprocessor system.

In this paper we present another important application of our series-parallel poset
methodology - the modeling and verification of the DLX microprocessor control.
We begin with a description DLX, and the stages of its instruction cycle. We then
present the formal model of the DLX control using series-parallel posets, and
demonstrate the verification of a two properties. The main presentation is followed
by a brief introduction to series-parallel posets, and an outline of our verification
approach for iterated systems. Finally, we briefly discuss some strengths and
weaknesses of our methodology in the context of other formal verification work.

2 TheDLX microprocessor

The DLX processor was introduced by Hennessy and Patterson in [14]. It
incorporates many features of popular commercial microprocessors such as Intel
i860, SPARCstation-1, etc. Architecturaly, it has thirty-two 32-bit general purpose
registers (RO hardwired to 0), thirty-two floating-point registers, which can be used
for single-precision or (in pairs) for double precision floating point computation,
and a set of special purpose registers for accessing status information. Memory is
accessed through loads and stores which can transfer a byte, a halfword or a word.
The address is 32 bits wide. The instructions set includes 4 types of instructions:

* Load/Sores, (e.g. LW R3, 100(R1), or SB 45(R7), R1)

* ALU operations, (e.g. ADD R1, R2, R3, or SUBI R1, R5, #4)

»  Branchesand Jumps, (e.0. JR R5, or BEQZ R12, NEXT)

*  Floating Point Operations, (e.g. ADDD FO, F1, F2)

For further architectural details, refer to [14].

The internal organization of DLX (except the FPU) is given in figure 1 below.
MAR and MDR are the memory address- and data registers, IAR is the interrupt
address register, IR is the instruction register, and the A, B, C ports are used for
accessing the 32 registers, RO - R31.
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Figure1 DLX Interna Organization

Theinstruction cycle for all (except FPU) DLX instructions consists of 5 stages:

+  Fetch: MAR < PC; IR —« Mem[MAR]
»  Decode: A —~ RegSl; B — RegS2; PC - PC+4
« Execute: - Memreference: MAR — A+(IRy) *#Ry6.3;; MDR — RegD

-ALUinstr..  ALUout — A op (B or (IRys) *##R.31)

- Branch/dump: ALUout — PC + (IRye) ##Rys.31
* MemAccesss MDR - Mem[MAR] or Mem[MAR] — MDR or

If (cond) PC — ALUout

WriteBack: RegD ~ ALUout or MDR
Here, RegSl and RegS2 are the two source registers, and RegD is the destination
register. The notation "(IRys)"*## Rys 51" means that the contents of the lower half
(bits 16-31) of the IR register are sign extended by replicating bit 16 sixteen times.

3 Modeling the DLX Control

Each stage of the instruction cycle involves the execution of a sequence of
microinstructions. In most cases the sequencing must be strictly enforced, e.g. the
ALU should not attempt to carry out an arithmetic operation before the two register
file ports, A and B, have been |oaded with data from the source registers.
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However, in some cases, the order is insignificant, and the microinstructions can be
executed in any sequence, independently of each other. For example, the 3
microinstructions of the decode phase are independent. Our series-parallel poset
methodology is aimed precisely at modeling the notions of dependence and
independence, and offers a convenient way to model the DLX control. Our model
defines the execution of each microinstruction to be an event, and specifies the
correct ordering or the independence of microinstruction execution with the help of
operations concatenation, ¢, (for sequencing), shuffle, O, (for independence),
Kleene star, *, (for iteration/repetition), and union, +, (for choice). The formal
model of the DLX control is presented below:
B = (ep*er*e (e20€3+ (B4l €4p 1 €4c) ® (Bpr+ BaLy + Bsa+ Bymp+ Ber)))*,

where:  Bpr = (&5 ¢ (6506 + €5* (69 + €19+ €11+ €10+ €13))+ €1s) ® €15+ €16

BaLu = (Err+€is) * (E1oF B0t €1+ €0+ o3+ Exat Ex5t €6t €y7) *€15

Bsat = (E17+€18) * (€28+ E20F €30t €31+ 3o+ €33) * (Bt €35) *€15

Bimp = €35+ €37+ €3¢ (€36+ €37) * €0+ €2 €

Ber=(esmtep)e (65 +1)
Each event in the DLX control model is a unique microinstruction as follows:

Event Microinstruction Event Microinstruction
& MAR — PC e C — A & Temp(AND)
e IR « Mem[MAR] &2 C - A|Temp (OR)
& IAR — PC es C — A Temp (XOR)
€ PC  0; Clear intrpt 4 C « A<<Temp(SLL)
€ PC - PC+4 exs C — A>>Temp (SRL)
ep A — RegSl es C Temp<<16 (LHI)
€1 B — RegS2 & C « (A0) ™™ A>>Temp)remp.s1 (SRA)
& MAR — A+(IRus) *## Ry 21 €3 A ==Temp
=3 MDR ~ B €9 Al=Temp
[ Mem[MAR] — MDR e A < Temp
< MDR — Mem[MAR] = A <=Temp
& C  (MDR2y)*##MDRy4_s e A >Temp
€0 C « 0*##MDRys. 2 e A >=Temp
en C « 0"##MDRs_3 ey C « 1;true
e C — (MDRo)"“##MDRys_31 es C « O; fdse
e C « MDR € PC « A
e« | C<IAR ey PC « PC+(IRus) *## Ry 21
e RegD ~ C = C - PC
e IAR < A € R31 ~ C
e Temp — B [ PC « (IRy)"##Ris 31
e Temp « (IRie) “# Rz ey A==0
€19 C — A+ Temp (ADD) e Al=0
€0 C - A-Temp (SUB)
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4 Verifying the DLX Control

To verify the proper sequencing of microinstructions, and check for event
dependence/independence, we need to specify a set of properties, which tests all
critical aspects of system operation. Once the properties are identified and
converted to series-parallel poset expression format, they can be verified using the
predicates defined in [11] (and briefly outlined in the "Overview" section). For lack
of space, we shall limit ourselves to demonstrating the verification of only two
properties from the complete set of properties mentioned above:

Property P; : "Memory addresses remain fixed for the entire duration of a memory
access."

For the address to remain fixed throughout an instruction fetch or a memory data
access, the contents of the Memory Access Register, MAR, must not be updated
until the memory read/write is complete. By examining Thl. 1, we observe that
MAR gets modified only by microinstructions MAR — A+(1Ry)*## Ry 51 (event
&) and MAR — PC (event &y). Memory is accessed by the microinstructions IR —
Mem[MAR] (event e;), Mem[MAR] —~ MDR (event &), and MDR - Mem[MAR]
(event eg). Therefore, property P, can be specified as the following series-parallel
poset expression:
Pi=((el+ e+ e5%) * (& + &))*

Once the property has been specified, the next step of the verification agorithm is
to reduce the size behavior expression, B, by eliminating all events not in the
property, Ps.
The reduced behavior with respect to the eventsin set(P,) is:

B=(ee e ese (e +eg*)

For the processor to operate correctly, property P; must always be satisfied. Hence,
we will use the Always Satisfied verification predicate’:

AS(B, P,):
Since both B and P; are iterated,
AS(B, P1) = AS(errer* e65° (/" +65%), (61" +€&;* +&5*)* (Ert+6s))
AS(egrer* s (7" +e5*), (€r* +€/* +eg*)* (Eptes)):
- (e*+e/*+eg*)e (eptes) O SP(Z*) (i.e. the property has iteration)
- AS(errerteese (e +es*), (e +er +eg)) =

AS(er" s (e7" +eg*), (er* +e* +eg)):

! To follow the outlined verification process, , use the agorithm in the Overview of Series-Paralel
Posets section or consult [11].
2 Reduci ng the behavior to include only events from the property
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AS(er*«(e* +e5*), &%) = *AS(er*, e*) = TRUE
AS(er*« (e +e5*), &%) = AS(er*, e/) = TRUE
AS(er*« (e +e5*), &%) = AS(es*, &*) = TRUE
O AS(eeer*eese (e +eg*), (er* +6/* +65*)) = TRUE
- AS(erer*eese (6 +e5t), eptes) =2 AS(ey *65, Etes):
AS(ey, &) =* TRUE
AS(e;, &) =*TRUE
O AS(erer*eese (e +eg*), eptes) = TRUE
- preds({eg}) ={en, e &, €, &} n {eg} ={e&y}
- preds({es}) ={en, e &, €, &} n {e} ={es}

0 AS(B, P,) = TRUE

Property P, : "Before any ALU operation is attempted, the register file ports A and
B are already loaded with data from the source registers.”

Data is written into ports A and B by microinstructions A — RegS1 (event ey,) and
B — RegS2 (event ey). The microinstructions which use ports A and/or B in an

ALU operation are labeled by events es, 19, €20, €21, €22, €23, €24, €35, €27, €28, €9, Ex0,
€31, €3, €33, €41, aNd e4. Therefore, the property can be expressed as the following
series-parallel poset expression:

P, = ((esp0€s) *(e5+E19HE01 601 +eptErat st et Ergtergtestsrtestessten +6s))*

The reduced behavior with respect to the eventsin set(P,) is:
B = ((en [ €4c) * (E5t€197€0HE01+E00HEn3tEr4tEostE)7+EogHErgt B+ 3+ E3a+E41+Es0))*

It isnow easy to seethat AS(B, P,) is satisfied.

The verification of the two properties presented in this paper was carried out by
hand to illustrate the operation of the verification algorithms. The actua verification
of the entire property set of the DLX control was carried out with the help of a
software package, developed at lona College on the basis of the theoretical
constructs presented in [8, 9, 10, 11].

5 Overview of Series-Parallel Posets

A partially ordered set (poset) is a set with a reflexive, antisymmetric, and
transitive relation defined on the set elements. A 2*-labeled poset P=(P,< )
consists of a poset (P,<), and an assignment of a nonempty word (a label) (V)X * to
each vertex v in P. Given posets P and Q with PnQ=0, we define two operations
on labeled posets:
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Concatenation (e): PeQ:=(POQ, <p.q)
Shuffle (0): P 0Q:=(POQ, <png), where
VSpoV < VSpV Ovsg Vv O(VOPOVIOQ)
VSpoqV = VSpV UVZQV
A Series-Parallel Poset (SPP) over an alphabet X is defined inductively:
*  Theempty poset, 1, isa SPP
* ForeacholX, thesingletonlabeled oisaSPP
e If Pand Qare SPPs, so are P-Q and PLIQ
The set of al series parallel posets formed from 1 and the singletons and closed
under concatenation (+) and shuffle () forms a bimonoid denoted SP(Z") [15].

For our purposes, the alphabet, 2, will consist of al distinct events occurring during
arun of the system under consideration. Let each event, g, occurring in a system be
represented by a singleton poset, . Then, the fact that event  precedes event g is
represented by e+g. On the other hand, the independence of events e and g is
represented by eJg. This extends naturally to sets of events.

What does it mean for two sets of events two be dependent or independent?

Two sets of events, P and Q, are independent if no event in P triggers a chain of
events leading to the occurrence of an event in Q and v.v. In other words P and Q
are independent if the set of events, which are predecessors of P does not involve
any event from Q and v.v.

A set of events P always precedes a set of events Q if al eventsin P occur before
any event in Q does, i.e. when each event in Q has all eventsin P as predecessors.

A set of events P partially precedes a set of events Q if P sometimes occurs before
Q. This so when each event in Q has at least one predecessor from P, or when P and
Q are independent.

Let us illustrate the definitions with an example. Consider the following series-

parallel poset: @
B=(&0epee3)Oey @ @

Figure2 A Simple Series Parallel Poset Example

Consider now the sets of events P, = {ey, &4}, and P, = {e3}. Clearly, P, and P, are
not independent since e; must occur before e;. P; does not always precede P, since a
possible event sequence is e, &, es, and then e;. But P; may sometimes precede P,
since ancther possible event sequenceis, , for example, ey, &, ey, €.

ICCIT' 2001, Oct. 12, 2001, Montclair State University, Upper Montclair, NJ, USA



Interpreting series-parallel posets as descriptions of the dependence or
independence of sets of events alows us to model system behavior in terms of the
sequences of events occurring during its operation. In [8] we presented a
methodology for modeling the behavior and properties of non-iterated systems with
series-parallel posets. A non-iterated system is one, in which the events are distinct
and not repeated.®

a3 D3 & b a by & b
L L || ||
3 C2 Cl 0
FA3 FA, FA, FAq |—
’7 | | | |
Cs S S S S

Figure 3 A Non-Iterated System: 4-bit Binary Adder

We presented an algorithm, which can be used to verify that a particular property is
aways satisfied or sometimes satisfied within a given behavior. In [9], the
methodology was further expanded to deal with globally iterated/locally non-
iterated systems. These systems consist of non-iterated sub-systems operating in
seriesor in parallel, such that the global output is fed back for another iteration.

y
Figure4 A Simple Globally-Iterated/Locally Non-Iterated System

The verification agorithms have a low-order polynomial time- and space
complexity, which is further improved by the introduction of the behavior reduction
methodology in [10].

An iterated system is one in which some or all events are repeated. It consists of a
number of components, which function in series or independently so that each
component is either an iterated- or a non-iterated system. A wide variety of systems
can be considered iterated:

e Communication-, Interconnect, or Cache Protocols
*  Asynchronous Sequentia Circuits
*  Feedback Control Systems, etc.

® Not al non-iterated systems can be expressed with series-paralel posets. See the section on
Contributions and Limitations.
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Concrete examples of iterated systems to which we have applied our methodology
are the Peripheral Component Interconnect (PCI) bus protocol, used in al Pentum®
based PCs, and the Modified/Exclusive/Shared/ Invalid (MESI) cache coherence
protocol used to synchronize the operation of cache controllers in shared-memory
MIMD systems, and maintain data consistency between the level-1 and level-2
caches of the Pentium® microprocessor [12, 13]. Here is a simple example of an
iterated system at the logic gate level:

Figure5 A Simple Iterated System (gate level)

The notion of a series-parallel poset is not sufficient to describe the behavior of a

system with iteration. We, therefore, need to introduce a new structure - the star

shuffle semiring S = (S, +, », O, *, 0, 1) of series-parallel posets, defined as follows:

* S-theset of finite subsets of SP(X"), closed under the semiring operations

e |fKOSand LOS, K+L ={P|POK OPOL}OS

e |fKOSandLOS, KeL ={P-Q| PLK OQOL}OS

e [fKOSand LOS, KOL={POQ| POK O QOL}OS

o If KOS, then K* =1 + K + KoK +...= Zj K' S, where K ' = KeK oK, i
times.

* Qisthe empty set of posets

¢ listhe empty poset

We define the behavior, B, of an iterated system to be an element of the star-shuffle
semiring S, i.e. BOS. Thus, the behavior of an iterated system is a set of series-
parallel posets. For example, if we denote the event “gate i produces a valid output”
by e, then the behavior of the system in Figure 5 is given by the following
expression B = ((e1* (e; [ &3) * )" * &)*.

We can represent the verification properties as sets of series-parallel posets as well,
i.e. POS. Unlike behaviors, however, properties are usually be defined over a subset
of the alphabet X, since we are most often interested in the mutual dependence or
independence of a relatively small subset of system events. For example the
property "Gates 2 and 3 produce valid outputs independent of each other, but gate 4
depends on both gates 2 and 3" is given by the expression P = (e; [ &) * €.
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The verification questions are specified as predicates over sets of series-parallel

posets. These predicates are:

e SS(B, P) is a binary predicate, interpreted as “The property P is sometimes
satisfied within the behavior, B”. The predicate takes a behavior and a property
and verifies that P can sometimes be traced within the behavior, B.

e ASB, P) is a binary predicate, interpreted as “The property P is aways
satisfied within the behavior, B”. The predicate takes a behavior and a property
and verifies that P can always be traced within the behavior, B, of the system.

There are four normal forms of behavior and property expressions:

e Concatenation: B =B;*Bs¢...*B,, & P=P;*P,e...cP,
. Shuffle: B:B]_Dle:luBn & P:P]_DPzDDPm
. Plus: B=B;+B,+...+B, & P=P;+P,+ ...+ P,
e Star B =B;* & P=Py*

To simplify the reasoning about sets of events and the complexity of the verification
algorithms we introduce the naotion of a reduction of the system behavior. It is
prompted by the fact that, while the system behavior may involve hundreds of
thousands of events, in most cases the verification property involves only a few
events. The reduction is carried out by a recursively defined projection function
Pr(B, set(P)), which takes a behavior, B, and a set of events, and returns a reduced
behavior, B', with respect to the events in the specified set. The effect of the
projection function is to substitute 1 in place of al events not in set(P) without
modifying the ordering of eventsin the behavior.

Based on a number of theorems, corollaries, and lemmas, which examine the
satisfaction of al forms of properties with respect to al forms of behaviors, we
derive the formal definition of the two verification predicates SS(B, P) and AS(B,
P) for iterated systems. In this outline, we present only AS(B, P):

AS(B, P) iff

- P=elB=e

. P=P,*(1B=B,[B,...00B, DAS(B, Pl)D]] iD[n]Bi: Bi*

. P=P* 0B = B.* DAS(B;L, Pl)

. P:P;LD PzD...DPmDB:Bl* DAS(Bl,P)

« P=P,0P,0..0P,0B=B,0B,0...0B, JPOSPE*) O0i0[m] AS(B,
P,)) O DlD[m-l] IndependentB(Pi, Pi+1)) O DID[m] (Pi:(Pil)* — DeDPi,
L(set(lisc(B, €))) U L(set(P;)))

« P=PgPys ... *Py O(B = B*Bye ...»B, OB = By*) O POSP(E*) O Dil[m]
AS(B, P) O Oil[m] (P=(Pn)* — DelP; L(set(lisc(B, €)) O L(set(P; ) U
DiC[m-1] (DT L(preds({e}) n L(S(P) = L(set(P,)

e B=B;+B,+...+B,00idn] ASB;, P)

e P=Py+P,+..+P, 000N ASB, P)
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In the above definitions we made use of number of functions — the labeling
functions I(s) and L({sy....,S.}), the predecessor function, pred(P), and the functions
set(P), "Non-lterated”, NI(B), and "Least Iterated Sub-Component”, lisc(B, €). The
exact definition of these functions is presented in [11] and omitted here for lack of
space. We aso used the auxiliary predicate Independentg(P, Q). The predicates
serve as a basis of a verification algorithm. The analysis of its requirements shows
that the worst-case time complexity is O(n+nt), and the average case time
complexity is O(n+mf), where n is the number of events in the behavior (before the
reduction), and mis the number of property events. The space complexity is O(m).

6 Contributions, Limitations, and Conclusions

In this paper, we presented the modeling and formal verification of the DLX
processor control based on the recently developed series-parallel poset
methodology. The technique is less expressive than some other formal verification
methods, but has a low complexity. Thus, we can model complex rea-world
systems and protocols. Current work is on the verification of the INMOS Transputer
microcode, and modeling the behavior of dataflow computers.

The issues of event sequencing and timing has been studied for a long time by many
researchers - D. Dill, B. Moszkowski, Z. Manna, etc. In many respects, our
approach is close to the study of language containment of behavior and property
automata [2]. However, we approach the topic from a different point of view,
avoiding the issue of exhaustive substring matching. Moreover, the use of the
shuffle operator (O0), significantly simplifies and speeds up the verification task by
avoiding the study of all possible independent event interleavings. Closest to our
work is that of V.Pratt [4]. However, the main stress in [4] is on modeling system
behavior with the help of an extensive collection of operations. Our technique uses a
far smaller collection of operations (¢, [, *), but models not only system behaviors
but properties as well. The emphasisis on verification, and the reduced collection of
operations simplifies analysis, and improves the algorithms' efficiency.

One important shortcoming of our technique is the inability to model “N”-type
dependencies among the events occurring in a system. These are encountered quite

often in real systems and significantly limit the genera applicability of our
algorithm. Consider the simple example below:

Ds (&) @
D olo

Figure 6 "N"-type event dependence in asimple system
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If e represent the event “gate i produces a valid output”, then the event dependency
diagram has the “N"-shape described on the right. This type of dependency cannot
be modeled only with operations ¢, 0, and *. Current work is aimed at extending
our verification methodology to deal with "N"-type event dependencies as well.
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